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An exposed database on a MoviePass subdomain hous-
ing 161 million records was left unsecured and exposed 
credit card and customer card information on at least 
60,000 of the ticket service’s customers.  

The database, which included expiration dates, names 
and addresses on some users as well as email and pass-
words, was discovered by SpiderSilk security researcher 
Mossab Hussein, according to a report from TechCrunch, 
which said the information may have been exposed for 
several months. 

“Because a database was left publicly accessible, report-
edly for months, at least 58,000 records related to Mov-
iePass customers are vulnerable to misuse and abuse at 
the hands of cybercriminals,” said Stephan Chenette, Co-
Founder and CTO at AttackIQ. “At its peak, MoviePass 
boasted more than 3 million customers in June 2018, so 
it’s entirely possible we’ll see the number of impacted 
individuals grow exponentially.” 

And while it’s a “bit unclear how many of these records 
included sensitive consumer data,” said Jumio President 
Robert Prigge, “what we should all expect is that a 
healthy chunk of this data will ultimately find a happy 
home on the dark web.” 

Because “technically, this breach can be interpreted as 
the company giving away customer data for free” and 
because the exposed data included personally identifia-
ble information and payment card details, it leaves 
“impacted customers vulnerable to future fraud or 
phishing attacks,” said Arkose Labs CEO Kevin Gosschalk. 

“Unlike credit cards, debit cards don’t offer the same pro-
tection to customers. When a fraudulent transaction oc-
curs on your credit card, you have lost no money and the 
issue will never impact your bank account. With a debit 
card, your bank account balance is directly affected from 
the moment the fraudulent transaction takes place. While 
the customers can put a hold on their cards, timing is the 
key in these types of situations. As this database was left 
publicly accessible, reportedly for months, companies 
must learn from MoviePass’s mistake and implement a 
proactive approach to fraud prevention that safeguards 
their customers’ data.” 

If the data had been masked, the information would still 
be accessible, but perhaps not so immediately valuable 
but if access rights were configured properly and appro-
priately, this discovery might never have been made and 
there would be no story in the first place. Always take an 
active role by asking how your vendors store and process 
your company’s information.      Read More: https://

www.scmagazine.com/home/security-news/moviepass-database-
exposes-161-million-records/  
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A potentially state-sponsored hacking 

campaign tried to phish U.S. utilities in 

July, researchers say—Cyber Scoop 

Reports 

 

Hackers that may be state-sponsored tried to spearphish three 

companies in the U.S. utility sector last month, cybersecurity 

company Proofpoint said Thursday. 

The malware-laced emails were sent from July 19 to July 25 

and appeared to impersonate a national association that 

facilitates engineering exams, Proofpoint researchers said. A 

Microsoft Word document attached to the emails contained a 

remote access trojan capable of deleting files, taking 

screenshots, rebooting a machine, and deleting itself from an 

infected network, among other attributes. 

Sherrod DeGrippo, Proofpoint’s senior director of threat research and detection, told CyberScoop that her company 

blocked the spearphishing attempts on the three companies, which are Proofpoint customers. However, she said, “it is 

likely that this campaign extended to multiple utilities outside of our purview.” 

It is unclear who is behind the phishing operation. There are similarities between the macros used in this campaign and 

targeting carried out last year by a Chinese government-linked group against Japanese companies, Proofpoint said. 

Researchers and U.S. officials have tied the group, known as APT10 (advanced persistent threat), to China’s civilian 

intelligence agency, and have blamed it for a series of data-stealing attacks on Western companies. 

Proofpoint researchers Michael Raggi and Dennis Schwarz said the profile of the phishing campaign “is indicative of a 

specific risk to U.S.-based entities in the utilities sector. Phishing emails leveraged knowledge of the licensing bodies 

utilized within the utilities sector for social engineering purposes that 

communicated urgency and relevance to their targets.” 

The phishing emails flagged by Proofpoint purported to be from the National 

Council of Examiners for Engineering and Surveying, a South Carolina-based 

nonprofit. 

“We are posting a notice on our website in case anyone else is affected by this 

issue, and we are sending email notifications to recent examinees to alert them 

to the issue and remind them that NCEES does not send exam results via email,” 

Cox added. 

The discovery comes as multiple government-affiliated hacking groups continue to take an interest in electric utilities and 

the oil and gas sector. In June, cybersecurity company Dragos warned that the notorious group behind the Trisis malware, 

which is designed to disrupt industrial safety systems, had expanded its targeting to include U.S. electric utilities.  This is 

one more example of why employees and subcontractors must remain engaged while working online to help protect their 

employer’s digital assets.— 

Read More: https://www.cyberscoop.com/apt-10-utilities-phishing-proofpoint/  

https://www.cyberscoop.com/apt-10-utilities-phishing-proofpoint/


 

Page 3           Security Awareness                      Q3 2019

Phishing Scams are the most common ways that companies, people, and organizations are hacked. Keep a watchful 

eye, you could be the person to thwart a cyber attack. 

https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams  
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